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TERMS OF USE



Why can’t they 
give me a 

straight answer?

Do they really 
know how to 
regulate this?

Whatever that 
is not illegal, is 

legal, right?
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Let’s not 
regulate 
directly

To regulate 
or not to 
regulate

Allow them 
to self-

regulate

Sandbox Perimeter Dithering Positions Market Iteration
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too wide too dated too soft
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Up In The Air
Regulatory treatments are not uniform, some more decisive than others 

Foremost global crypto-valleys.

One of the first jurisdictions to 
provide definitive topology of 
tokens (Singapore in Nov 2017 
and Switzerland in Feb 2018).

IMO one of the finest and most 
sagacious speech by MAS head 
quoting Gresham's Law.

Leading global crypto markets.

The official position in Russia only 
began to thaw late in 2017 after 
seemingly conflicting statements. 
ICO guidelines out in April 2018.

New South Korean bill to legalize 
ICOs under state supervision as it 
currently banned.

Crypto pioneers / early adopters.

Although exchanges are licensed 
in Japan, a self-regulatory body is 
setup to investigate and sanction 
like an industry-led ombudsman.

Central bank of South African has 
created a self-regulatory body to 
set its own rules.
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Hot And Cold
Trifurcated view of regulatory approaches, based on a few strawmen

Accommodative:

One extreme is Belarus that has 
welcomed the world, with arms 
wide open; legalized status, tax 
breaks, visa permits included. 

Gibraltar takes a rather 'laissez 
faire' approach, and allows the 
market decide for itself. 

Selective:

Australia fits everything back to its 
consumer and corporations laws –
which is situational and not such a 
bad idea at closer look.

Israel is interesting as the judicial 
courts / case law is supportive of 
the regulatory efforts. 

Prohibitive:

Chinese government has its own 
long term strategy for crypto, so 
private activities are tightened as 
expected, until its master stroke.   

To be specific, India's ban is on 
banks with little chance of letup 
and consensus is lacking.
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ASEAN 6 Indonesia Malaysia Philippines Singapore Thailand Vietnam

Are ICOs 
allowed or 
banned?

Are tokens 
utilities or 
securities?

Are crypto 
exchanges 
regulated?

Are cryptos
asset or 

currency?

Dust Not Settled
Comparison of regulatory positions across Southeast Asia as at April 2018 

Ban on crypto for 
payment (Oct 17) to 
protect Rupiah as 
legal tender (Jan 18)

No ban, evaluation 
case-by-case but no 
approval so far (Mar 
18)

SC and BNM issued 
joint statement that 
securities laws will 
apply (Jan 18)

Toko Bitcoin and 
Bitbayer shutdown 
(Nov 17), crackdown 
in Bali (Jan 18)

Not applicable

Not applicable

Exchanges to submit 
and be 'reporting 
institutions' just like 
banks (Feb 18) 

BNM treats them as 
'digital currency', no 
position from others 
yet (Feb 18)

Plans afoot in bill to 
regulate ICOs with 
stiffer penalties (Mar 
18)

SEC statement that 
crypto investments 
count as securities 
(Mar 18)

BSP has officially 
registered a few 
exchanges, SEC 
rules soon (Nov 17) 

BSP treats them as 
'virtual currency', no 
position from others 
yet (Dec 17)

Fintech regulatory 
sandbox with ICO 
guidelines (Nov 17)

Test if the token is 
capital market 
product, debenture 
or CIS (Nov 17)

Exchanges under 
purview of new 
Payment Services 
Bill (Nov 17) 

Crypto is not money 
(Mar 18) but fiat 
regulated like crypto 
for AML-KYC

Temporary ban. All 
ICO actors must be 
registered under 
new decree (May 18)

Introduces third 
category of asset-
backed tokens (Mar 
18)

Ban on banks for 
conduct of certain 
crypto activities (Feb 
18), pending review

Revenue code treats 
them as 'digital 
assets' for taxation 
(Mar 18)

All use of crypto is 
illegal (Oct 17), hard 
stance after Money 
Tech scam (Apr 18)

Not applicable

Not applicable

Reports prior to ICO 
scam suggest that 
they may be 'digital 
assets' (Jan 18)
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What If We Try Something New?
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Bright Spots
These progressive regulators are leading the pack, and the ones to watch

'Flexible and non-dissuasive'

Optional authorization scheme, 
with or without a license issued 
by the AMF authorities. 

ICO issuers that prefer a license 
will have to provide guarantees 
to their investors but unlicensed 
ICOs will not be banned. 

'Financial instruments test'

Natural advantages of an island 
state: low domestic population 
that are exposed to crypto risks, 
net beneficiary of fund flows etc.

Already attracted heavyweights 
like Binance and OKex to move 
their operations over.

'Principle-based token issuance'

CRS rules avoid identifying ICOs 
as securities but focuses on how 
to establish a sustainable model 
for financing via ICOs.

Onus on issuer to make sufficient 
disclosures for investor protection 
and practical operations. 
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Oh no, every 
coin is going to 
be a security!

Ultimately all 
they want is 

just to tax this!

If the law kills 
this here, move 

elsewhere! 
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wait and see

one size fits all

case by case



Anonymous 
Accounts

Custodial Wallets

Money 
Laundering

Exchange and Payment

Deceptive 
Conduct

Initial Coin Offering
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Security vs Utility
Let’s face it, most tokens are better off as securities. But it’s a slippery slope.  

SEC thinks most utility tokens are securities. FINCEN 
treats them as currencies to put them under money 
transmitter laws. CFTC thinks they are commodities, 
which some judges agree. The IRS? Assets mostly –
depending on which state. DOJ? Not decided…

Current approach of 'regulating by litigation' is scary 
but faster than going through the legislative process.

Cannot discount pressures from Wall Street lobbies 
that are still hostile to the crypto phenomenon.

SEC chief told Congress that he doesn't think BTC is a 
security (Apr 2018).

Linchpin of debate has centered on Ethereum which 
powers more than 9 out of every 10 ICOs. If the SEC 
wants to set a precedent in court, Ripple is probably  
an easier target. SEC will not want to risk losing a test 
case as big and complex as Ether. 

The SAFT instrument used for Reg D exemptions in 
the U.S. is itself a security however. 
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Asset vs Currency
Crypto cannot conveniently be all things to all people. It must be defined.

Consensus in recent G20 summit is to classify cryptos
as assets. They 'lack the traits of sovereign currencies'
and do not satisfy the three main roles money play in 
an economy. If virtual currencies are declared assets, 
trading in them could be subject to capital gains tax.

France, Russia, Poland, Israel already tax it like assets. 
Canada classifies it as a commodity.

Austria floated a proposal to the EU of treating BTC 
like gold or derivatives for the purpose of regulation.

Germany regards BTC as legal tender when it comes 
to tax; which is a similar position with US, UK, Japan, 
South Korea that cryptos should be taxed as income 
in line with existing policies.

Defining them as currencies may put them at odds 
with activities like mining and token issuance.

Implications on estate planning / inheritance / gifts 
and bankruptcy. Can cryptos be legally recognized 
as part of your net worth?
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Sandbox vs Safe Harbor 
Hideouts are a false choice. Crypto companies prefer regulatory certainty.

Can you weed out all bad actors with a sandbox? Is it 
a panacea for investor protection? Sandbox is usually 
an interim data collection measure that paves the way 
for a more structured  framework. 

Sandbox can be just as hard to get into as a license!

IMF head Christine Lagarde calls for an even-handed 
approach to allow a process for 'creative destruction' 
which is inevitable due to the profusion of coins. Let 
most of them die out naturally. 

Safe harbor does not mean the absence of any laws; 
they just treat securities differently. 

Most importantly, KYC-AML-CFT is universal.

US SEC commissioner Hester Pierce: 'There comes a 
point where regulatory uncertainty is a greater 
roadblock than confinement. The SEC's role is not to 
hand out permission slips for innovation. Innovation 
happens – organically through private decisions and 
irrepressible human creativity.'
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Should the Wild West Remain Wild?
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Silver Linings
What could a regimented future for crypto look like? (Optimistically)

SECURITY TOKENS

This will no longer be an odious 
word if security token platforms 
can be licensed (e.g. Polymath).

Enables SMEs to tokenize their 
businesses, securitize them and 
access a global pool of capital, 
without high intermediary fees.

AMNESTY PROGRAM

Precedent under Sec 13 Securities 
Act that could be repurposed to 
help illegal ICOs avoid civil liabillty
– as proposed by law firm Murphy 
& McGonigle. 

Involves a formal SEC registration 
process and swapping of tokens.

TAX REFORM

Designate cryptocurrencies as a 
new asset class that caters to its 
unique nature (e.g. Wyoming).

Practical rules on reporting back 
taxes, foreign assets, aggregated 
gains and losses, last-in-first-out, 
de minimis exclusions, etc. 
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Non-Profit
Foundation 
(Country X)

Crypto 
Wallet

Issues Tokens

Contributes ETH

Operating 
Entity 

(Country Y)

Operating 
Entity 

(Country Z)

BankBank

Invests in AssetsPay Admin Costs

X Foundation
Executes SAFT

For Private 
Placements by 
Institutional 
Buyers / Funds

Offshore Entity 
Issues Equity or 
Preference Shares 
to Institutional 
Buyers / Funds

1

2
3

4

5

6

Crypto converted to 
Fiat via Over-the-
Counter Trade Desks 
to Bank Accounts

Country X Country Y

Spot Any Loopholes?
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Game Over Soon?
A game with no rules is no fun – vide Lord of the Flies!

What happens 
when large 
players come in 
and rock this small 
boat? Do they 
bring order or 
seek chaos?

Will there be any 
grandfather clause 
for ICOs? Laws are 
not retrospective? 
So hurry before it 
is too late ;)

Most big ICOs are 
now going private 
like Telegram, 
Basecoin, Orchid. 
What if you avoid 
the public sale?

SMEs create 95% 
of private sector 
jobs and are most 
starved of funds. 
Is there political 
will to cut this off?For every country 

that closes its 
doors, another 
one opens up to 
welcome new 
crypto refugees 

It takes months to 
pass a bill into law, 
so expect selective 
prosecution in the 
mean time? Don`t 
be too big/ visible. 
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Final Thoughts
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Sunlight is 
also the best 

catalyst

Sunlight is 
the best 

disinfectant
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Than to 
ask for 

forgiveness

It is easier to 
ask for 

permission
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You’ll need 
lawyers to 
get you out

If you don’t 
use lawyers 

to get in



All images are taken from www.pexels.com that are 
free for commercial use with no attribution required
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